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This document describes how to install the security patch “Patch_Remote_shf055v1.0.0.0ce”.

Patch information:

Patch name Patch_Remote_shf055v1.0.0.oce
Security bulletin CVE-2020-1301
KB Article number 4561669
4562030 (Servicing Stack Update (SSU) required for this patch.

This patch is intended for the following printers:

Product Required version number
Océ PlotWave 750 R1.3.1.0
Océ PlotWave 900 R2.3.1.0

Please make sure your printer(s) have the correct version installed and also the previous security
patches. The security patches don’t contain previous patches.

Important: Note that we recently released security patch “Patch_Remote_shf054v1.0.0.oce” for
KB4532945. Make sure that it is installed before this new security patch (see also the procedure below).

If your printer(s) do not contain the version number as stated in the table above, please contact your
service representative to have the printer(s) upgraded. Installing this patch on older versions may result
in unexpected behavior.

Installing the patch via Express WebTools:

1. Download the patch from http://downloads.cpp.canon and save the file on your computer.

2. From a Web browser (on your computer), enter the following URL:
http://<hostname_or_ip_address>
where <hostname_or_ip_address> is the hostname or IP address of the printer.
The following page will appear (Example for PlotWave 750):
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http://downloads.cpp.canon/

3. Click on “Support” Tab, then on “Update”.

Express WebTools pw750-sns | Mobile Help
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Counter history Media I Update I Licenses Remote Service Audit log
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Version info

Océ Plotwave 750 1.3.1.0

A login window will appear. You need to logon as System Administrator.

4. Check that the previous security patch is installed:
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About Counter history Media Licenses Remote Service Audit lo
E‘ Install %
Version info
Océ PlotWave 750 1.3.1.0
Operating system Microsoft Windows Embedded Standard 7 SP1

Status

Description of the latest successful installed patch:

Fri 04/03/2020 10:04:49.73 Patch shf054 v1.0.0 (61): Deployment of Microsoft Security Update CVE-2020-0601

Last execution status at Fri Apr 03 10:04:45 CEST 2020 is: Success

Open the log_of the last patch applied on the controller

Note: the information displayed for the security patch shf054 on your printer might differ slightly
from the info in the above screenshot.

5. Click on the “Install” icon in the section “Operating system patches”:

Operating system patches

& Install

Patches Patches installation result

An “Install operating system patches” window will appear.
Click on OK and the following window will appear:

Install operating system patches

Select the files that you downloaded from http://downloads.oce.com or that you received
on CD-ROM from your local representative.

\l) The file name begins with 'Patch_Remote_' and ends with ".oce'.

Software package (*.oce):
[ Choose File |Nofile chosen ]

Ok | | Cancel

6. Click on “Choose File” and browse to the location of the patch previously downloaded.
Click “OK”. The patch is uploaded to the printer and you get a confirmation window to apply the
patch:




: Install operating system patches

|

| ‘You are now ready to install patches.

| <:5 Warning! The installation of patches can affect your system data and printer behaviour.
While installing patches the application is not available for about 20 minutes. Then you
will be informed about the result of the installation of the patches.

1 Ok | | Cancel

Click on OK to confirm.

Another “Install operating system patches” window will appear

Install operating system patches

Install operating system patches

and will be available again after the installation is completed.

@D While installing patches the system is not available. The system is restarted automatically

While installing patches this application is not available for about 10 minutes. Then you
will be informed about the result of the installation of the patches.
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Click on OK again.
Next the printer will be restarted and the patch is installed. The browser might lose the connection
with the printer, but that is restored when the printer is online again.

In case of the PW750 you will get the following message:
Express WebTools pw750-sns f§1 Mobile
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{) Publisher Failed to connect to the printer.
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Please don’t care about this. The system is currently being restarted and the patch will be
installed.

When the printer is restarted, Express WebTools will be displayed again (or you have to refresh the
session).

If you go to the “Update” page (see step 3 and 4), you can check whether the patch is listed in the
“Operating system patches” section:
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Version info

Océ PlotWave 750 1.3.1.0

Operating system Micresoft Windews Embedded Standard 7 SP1
Status

Description of the latest successful installed patch:

Fri 06/19/2020 8:53:40.11 Patch shf055 v1.0.0 {(§0): Deployment of Microsoft Security Update CVE-2020-1301

Last execution status at Fri Jun 15 08:53:38 CEST 2020 is: Success

Open the log of the last patch applied on the controller

When you click on the link “Open the log of the last patch applied on the controller” you get:

Status

e 0Océ Remote Patch Log

Fri 06/1%/2020 §The last controller patch log:

Last execution s¥Fri 06/19/2020 8:38:
Fri 06/19/2020 8:42:

43.25 Applying patch shf055 v1.0.0
o
i 06/19/2020 8:42:0
3
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3.94 Applying Microsoft Security Update KB4562030 CVE-2020-1301
3.94 Applying Microsoft Security Update KB456166%9 CVE-2020-1301
4.53 Restart controller

=

Open the log_of

=

ri 06/19/2020 8:46:
Fri 06/19/2020 8:49:

G

Fri 06/19/2020 8:53:38.01 Patch shf055 v1.0.0 successfully applied to PlotWave750 1.3.1.0

8.13 Microsoft Security Update KB4562030 CVE-2020-1301 successfully deployed
ri 06/19/2020 8:49:18.13 Microsoft Security Update KB4561669 CVE-2020-1301 successfully deployed
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