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https://www.eset.com/jp/blog/welivesecurity/colonial-pipeline-attack-hacking-physical-world/

The White House FACT SHEET: President Signs Executive Order Charting New Course to Improve the Nation’s Cybersecurity and Protect Federal Government Networks

https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/12/fact-sheet-president-signs-executive-order-charting-new-course-to-improve-the-nations-cybersecurity-and-protect-federal-government-networks/
FBI Statement on Compromise of Colonial Pipeline Networks

https://www.fbi.gov/news/pressrel/press-releases/fbi-statement-on-compromise-of-colonial-pipeline-networks
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https://eset-info.canon-its.jp/malware info/special/detail/210916.html
ESET#tWeb/X—=> Does ESET protect me from the SolarWinds supply-chain attack?
https://support.eset.com/en/kb7765-does-eset-protect-me-from-the-solarwinds-supply-chain-attack
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HTML/Phishing.Agent trojan
DOC/Fraud trojan 14.9%

Win/Exploit. CVE-2017-11882 trojan [ ] 12.8%
HTMUFraud trojan [ 112
HTML/Phishing trojan [ GG o
VBA/TrojanDownloader.Agent trojan _ 5.7%
MSIL/Spy.Agent trojan [ ]3.5%

DOC/TrejanDownloader.Agenttrojan [ |2.9%

PDF/Fraud trojan :l 2.8% ‘
win/Formbook trojan [ 25+ A

Top 10 threats detected in emails in T2 2021

@Downloaders JS/TrojanDownloader.Nemucod VBA/TrojanDownloader.Agent

B

1-Jan-2021 1-Mar-2021 1-May-2021 1-Jul-2021

Downloader detection trend in T1 2021 — T2 2021, seven-day moving average
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