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RSA Investigate na L C Files

MNAVIGATE EVENTS

@ One or more licenses have expired. For more information, see License Details

E Broker [EAISEIE] B4 T Query © [J Profile v = Descending @ BH EventCount © | SaveEvents @ -~ Actions Search Events

O service=s0®
2021 ‘ 22 ‘ 03:53:00 (+00:00) All Data 2021 ‘ 202 ‘ 05:17:59 (+

A Wisual

Loy

<>

:
Host ID (alias.host) (40 values) £
It-us-rlee (535) - www.xjjboss.com (535) - ccsp.digicert.com (7) - ocsp.usertrust.com (7) - www.facebook.com(7) - dewawshlldmo.com (6) - shellybeavis.com (6) - static-global-s-msn-com.akamaized.net (6) - api.bing.com (5) - www.microsoft.com (5)
- www.pconsult.com (5) - * (4) - at.atwola.com (4) - ctldL.windowsupdate.com (4) - g.symcd.com (4) - cbing.com(3) - cmsn.com (3) - clients1.google.com (3) - ib.adnxs.com (3) - m.adnxs.com (3) - odr.mookiel.com (3) - pixel.advertising.com (3) - s2.symcb.com (3)
- ‘www.komfort.n-co.ru.com (3) - www.msn.com (3) - genuine.microsoft.com (2) - T oy (2) - ocsp.globalsign.com (2) - ocsp.pki.goog (2) - ocsp.rootcal.amazontrust.com (2) - otf. msn.com (2) - ss.symecd.com (2) - static.ak.fbcdn.net(2)
- status.thawte.com (2) - sync.mathtag.com (2) - t2.symch.com (2) -www.cnn.com (f) -wwwlinkedin.cm (2) - gss2.us (2) ... show more

Filename [filename] (20 va\ues)ro

theme.php (535) - process.jsp (479) - news.asp (475) - get.php (467) - public_upnp_c2 (10) - mfewtzbnmeswstajbgurdgrNgguabbr8swzunkvbrosijhatdgv793rvlaqu... (7) - c.gif (6) - email.aspx (6) - sync (6) - vimservice (6) - index (5)

- mfewtzbnmeswstajbgurdgmcgguabbtfghljklejgzpinOkczkdagpyyowau... (= " -album.php (4) - bind (4) - mfewdgnmeswstajbgurdgmcgguabbsauqybmg2awni1rhedoh/sbygf... (4) - mfewtzbnmeswstajbgurdgmcgguabbsaugybma2awn1rhedohsshygf.. (4)
- mfewtzbnmeswstajbgurdgmecgguabbsxtdkxkba3l3lgeffgudsipnvi7gqu... (4 - sair.exe (3)- setuid (3) ... show more

Source IP Address [ip.srq) (18 values) L

192.168.31.24 (1,151) - 192.168.70.82 (639) - 192.168.31.60 (279) - 192.1
-192.168.1.51 (1) - 192.168.1.53 (1) - 192.168.1.60(1) - 1192.168.21.77 (1) -

11,25 (28) - (188.22532.103 (12) - 192.168.70.77 (11) - g2.168.70.79 (10) - 223.25.233.248 (6} - (192.168.21.53 (4) - 67.202.59.203 (3) - 192.168.1.1 (3) - 192.168.0.106 (1)
2.168.21.78 (1) - 192.168.21.91 (1)

Destination IP address [ip.dst] (20 values) L

188.225.32.64 (1,430) -/ 209.248.175.13 (535) - 192.168.1.1 (16) - 23.9.91
-69.16.31.13(4) - 239.255.255.250 (4) - 23.44.161.156 (3) - 41.140.181.

-164.53.52.12 (9) - 72.21.91.29 (9) - 178.255.83.1 (7) - 23.59.154.9 () - 19.1&8.1.81 (6) - (192.168.31.20 (6) - (192.168.31.24 (6) - 13.107.5.80 (5) - (69.172.201.153 (5) - 216.58.193.78
6 (3) - 54.219.157.124(3) - 192.168.70.75(3) ... show more
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R SA n gate Respond Users Hosts Files yashboard Reports o] % @
INC-23 .Y Nodalgraph
< N » E]
NI PIC kBT 7 J— h: 3
4 91219.19455 asfle - 133Zntm g
v ¥ . 4 o
e @
OVERVIEW  INDICATORS (1)  FIND RELATED & na2 <
as [ 5
Event Stream Analysis 09/21/202104:30:10 | W komforEREee. ru.com 91.219.19457 &
90 Malware Callback Followed by Data Exfiltration i hi c%
5
EA %’?/Qs ‘%3"
o €o, 4 L %
09/21/202104:26:14 91219.19459 L]
D0:0c:29-59:05:93 - 1921687079 - 52311 % 00:0c:29:d4-bced - 9121919457 - 8O - www komfort.n-coru.com . v D’(‘efes
. Wity
09/21/202104:29:04 4y icateg
00:0c:29:31:9d73 - 192168.70.79 - 1070 + 8637.246.177 =21 I With
09/21/202104:27:04
D0:0Cc:29:59:05:93 - 1921687079 - 52311 ¥ 00:0c:29:d4-bcBd - §1.219.194.56 - 80 i with 192.168.70.79
CCH—-/\ e
20758245190
00:50:36:b5h3:cl - 192168.70.79 + 51780 & 00:30:5608:10:0b + 207.38.245.180 L 4
s
hib 2.
09/21/202104:27:54 o‘vnxe‘s ':;&
D00 29:59:05:93 + 1921687079 - 52311 % 00:0c:29:d4bcdd - 21.219.194.59 + 80 - wwwhomfortn-coru.com. = (‘0@6\0 b
192.168.70.79 - 34740b96-da19-066b-b3e2-20b060050ac] -+ 64.53.3212 - LEUS-CGARRISON
3
- has fil lowaDern:
as nie
00029319473 . 1921687079 - 1071 . 8657.246177. - 8207 S651246.177 el =l

RYNI—J(CBOBRZERULIGE. TOEAGZ) ST TRINIDIENHERFT,
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Respond

@ Preparing your download. The downloaded files will also be ¢ v 4 » PC » Downloads > Netw centrator_SID4492_1_FILES FILES.zip »
available in the job queue for later retrieval. ~
¢ INC-23 Events
NI FIC BTt
Network Event Details File
OVERVIEW INDICATORS (1) FIND RELATED

Download File
Ewvent Stream Analysis 09/21/2021 04:30:10

90 Malware Callback Followed by Data Exfiltration

5 SESS104 1D SOURCE IP:PORT DESTINATION IP:PORT
= 4497 192.168.70.72 86.57.246.177
09/21/202104:26:14 BT S52g
00:0c:29:59:05:93 - 192168.7079 5. CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
50320 bytes 39904 bytes 176

1718 - %+ B 3 &

R T AT Warning: Files contain the original raw unsecures content. Use caution when opening or downloadi
TE2L ZU0L1 U0 L7

00029590593 - 1921687079 5.

To avoid quarantine, the zip file is password urotected with this password: netwitness.

Obama Finds Help in Iowa
ith a Focus on New Ideas

FILF .«AME MIME TYPE FILE SIZE

4492-107-0.raw pdf application/pdf 390KB

‘2021 04:29:11

192.168.70.72 * 34/40b96:da19-066b-b3e...
09/21/2021 04:29:04

00:0c:29:31:9d:7" - 192168.70.79 - 1.

NetworkConcentra...zip
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